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Cybersecurity Strategy — The 2 important pillars:

Platformization is the strategic shift from
offering standalone products to integrated,
ecosystem-based platforms, consolidating

services to improve efficiency, reduce costs,

and enhance user experience.

Al in cybersecurity revolutionizes threat
detection, automates responses, and
strengthens vulnerability management.
As threats grow more sophisticated,
adopting stronger cyber security
preparedness ensures organizations can
respond faster and minimize potential
impact. By analyzing behaviors,
detecting phishing, and adapting to new
threats, Al enhances cybersecurity
strategies, enabling proactive defense
and safeguarding sensitive data.

Born Integrated. Built Intelligent
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Secure Networking

FortiGate

NGFW with ASIC acceleration
and industry leading
Convergence

FortiAP

Protected Wi-Fi connectivity
via Secure Networking
convergence with FortiGate

FortiNAC

Visibility, access control and
automated responses for all
networked devices

FortiGate Cloud

SaaS platform offering
zero-touch deployment,
network management and
security analytics

FortiAlOps

Al based insights for rapid
analysis and remediation of
network issues

FortiVoice

Unified communications
with secure voice, chat,
conferencing, and fax

FortiRecorder
Secure NVR with smart Al
analysis and centralized visibility

FGaaS
Hardware as a service for
FortiGate

Resources

Product Matrix
Specifications for top
selling models

Free Training

Fortinet is committed to
training over 1 million people
by 2025

FortiOS
The Heart of the Fortinet
Security Fabric
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FortiSwitch

Protected Ethernet connectivity
via Secure Networking
convergence with FortiGate

FortiManager
Centralized management of your
Fortinet security infrastructure

FortiExtender
Extend scalable and resilient LTE
and LAN connectivity

FortiEdge Cloud

Cloud management for
standalone LAN, WLAN and 5G
gateway equipment

FortiFone

Robust IP phones and
softclient to stay connected
from anywhere

FortiCamera

Physical security with intelligent
motion detection in any light
condition

FortiConverter

Secure and automated firewall
migration from a broad spectrum
of vendors

Fortinet Brochure
Highlighting our broad,
integrated, and automated
solutions, quarterly

Free Assessment

Perform an assessment in your
network to validate your existing
controls

FortiCare
Support and mitigation services

The Broadest Platform in Cybersecurity

) Unified s

SASE

FortiGate SD-WAN
Application-centric, scalable,
and Secure SD-WAN with NGFW

FortiClient ZTA Agent
Remote access, application
access, and risk reduction

FortiProxy
Enforce internet compliance and
granular application control

FortiCASB
Prevent misconfigurations of
Saa$S apps and meet compliance
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FortiGate VM
NGFW w/ SOC acceleration and
industry-leading secure SD-WAN

FortiWeb
Prevent web application attacks
against critical web assets

FortiGSLB
Ensure business continuity during
unexpected network downtime

FortiFlex

Flexible daily usage-based
consumption licensing for a broad
catalog of solution

FortiClient EPP Agent
Endpoint Protection Agent with
AV, URL and Sand-box

FortiSASE
Cloud-delivered Security
Services Edge

FortiMonitor
SaaS based DEM platform,
performance monitoring

FortiGate CNF
Hosted cloud-native firewall for
simplified cloud network security

FortiADC
Application-aware intelligence for
distribution of application traffic

FortiDDoS
Machine-learning quickly inspects
traffic at layers 3, 4, and 7

FortiPoints

Simplified, flexible licensing for
annual contracts, renewals,
upgrades, and co-terms

Al-Powered FortiGuard Security
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Application Control

Web Filtering @ IPS
Sandbox @ IL MPS
Attack Surface @ DLP

loC @ IL CASB

a OT Security Services
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Security Operations

FortiAnalyzer
Security Fabric log management,
monitoring and response

FortiSIEM
Enterprise-wide monitoring,
threat detection, and response

FortiEDR/XDR
Automated endpoint protection
and correlated incident response

FortiSOAR
Automated security operations,
investigation, and response

FortiNDR
Al-driven analysis to detect and
respond to threats

SOCaaS
Continuous security monitoring,
incident triage, and escalation

IR Services
Rapid detection, containment,
and recovery of cyberattacks

FortiDeceptor

Active deception platform
for early in-network attack
detection and response

FortiTrust Identity
Identity and Access
Management as a Service
(IDaaS)

FortiGuest

Access management solution
for temporary access to
guests and visitors

FortiCNAPP
Secure code to cloud with a
single, data-driven platform

FortiNextDLP
Endpoint DLP and Insider
Risk management
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FortiMail
Al-powered, protection against
email-borne threats

FortiSandbox

Al-powered real-time protection
against unknown and 0-day
threats

FortiToken

Cloud/HW/Mobile MFA provide
passwordless adaptive
authentication

FortiAuthenticator
Centralized identity and access
management solution

FortiGuard MDR Service
Managed threat detection,
investigation, and response

FortiRecon

Proactive digital risk protection
service and external/internal
threat monitoring

FortiPAM

Privileged identity and access
management, and session
monitoring

FortiTester

Network performance testing
and breach attack simulation
(BAS)

FortiDevSec

Orchestrated and automated
continuous application security
testing

FortiDAST
Automated black-box dynamic
application security testing

FortiScanner Cloud
Cyber Asset Attack Surface
Management Service

FortiAl
Integrated GenAl Assist for
SOC and NOC
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OT Security Platform

OT Security Service
FortiGuard subscription

for FortiGate NGFW enables
protection against OT-
specific threats

Ruggedized Products
Rugged NGFW, switch, AP,
and 5G extenders provide
secure connectivity in harsh
outdoor environments

FortiSRA

Agentless secure remote
access offers robust remote
access control, management,
session logging, monitoring,
and recording

SecOps for OT

Advanced cybersecurity
controls bring OT networks
into the SOC and incident
response plans

Open Ecosystem

FNDN

Advanced tools for Fortinet
community to develop custom
solutions

Fabric Connectors
Fortinet-developed integrations
for automation and security

Fabric API

Partner-developed integrations
for end-to-end visibility and
protection

DevOps Tools
Community-driven scripts
automate network/security tasks

Extended Ecosystem
Integrates with third-party
systems and orgs for sharing
threat-intel

© Fortinet Inc. All Rights Reserved. 8


https://www.fortinet.com/content/dam/fortinet/assets/brochures/FortinetBroch.pdf
https://www.fortinet.com/products/wireless-access-points
https://www.fortinet.com/products/network-access-control
https://www.fortinet.com/products/smallbusiness/fortigate-cloud
https://www.fortinet.com/products/fortiaiops
https://www.fortinet.com/content/dam/fortinet/assets/data-sheets/fortivoice-ucs.pdf
https://www.fortinet.com/content/dam/fortinet/assets/data-sheets/FortiRecorder.pdf
https://www.fortinet.com/products/fortigate-as-a-service
https://www.fortinet.com/products/ethernet-switches
https://www.fortinet.com/products/management/fortimanager
https://www.fortinet.com/products/wireless-wan-fortiextender
https://www.fortinet.com/content/dam/fortinet/assets/data-sheets/FortiExtender_Cloud.pdf
https://www.fortinet.com/products/business-phone-systems/fortivoice-fortifone
https://www.fortinet.com/products/network-based-video-security/forticam-fortirecorder
https://www.fortinet.com/products/next-generation-firewall/forticonverter
https://www.fortinet.com/content/dam/fortinet/assets/data-sheets/Fortinet_Product_Matrix.pdf
https://training.fortinet.com/
https://www.fortinet.com/products/fortigate/fortios
https://www.fortinet.com/content/dam/fortinet/assets/brochures/FortinetBroch.pdf
https://www.fortinet.com/solutions/enterprise-midsize-business/security-as-a-service/assess
https://www.fortinet.com/content/dam/fortinet/assets/solution-guides/sb-forticare-services.pdf
https://www.fortinet.com/content/dam/fortinet/assets/data-sheets/fortinet_secure_sdwan.pdf
https://www.fortinet.com/solutions/enterprise-midsize-business/network-access
https://www.fortinet.com/products/secure-web-gateway/fortiproxy
https://www.fortinet.com/content/dam/fortinet/assets/data-sheets/FortiCASB.pdf
https://www.fortinet.com/products/endpoint-security/forticlient
https://www.fortinet.com/content/dam/fortinet/assets/data-sheets/fortisase.pdf
https://www.fortinet.com/products/fortimonitor
https://www.fortinet.com/products/public-cloud-security/cloud-native-firewall
https://www.fortinet.com/products/private-cloud-security/fortigate-virtual-appliances
https://www.fortinet.com/products/application-delivery-controller/fortiadc
https://www.fortinet.com/products/fortipoints
https://www.fortinet.com/products/web-application-firewall/fortiweb
https://www.fortinet.com/products/fortiflex
https://www.fortinet.com/products/ddos/fortiddos
https://www.fortinet.com/content/dam/fortinet/assets/data-sheets/fortigslb.pdf
https://www.fortinet.com/support/support-services/fortiguard-security-subscriptions/application-control
https://www.fortinet.com/support/support-services/fortiguard-security-subscriptions/security-rating
https://www.fortinet.com/support/support-services/fortiguard-security-subscriptions/antivirus
https://www.fortinet.com/support/support-services/fortiguard-security-subscriptions/data-loss-prevention
https://www.fortinet.com/solutions/enterprise-midsize-business/security-as-a-service/content-security
https://www.fortinet.com/support/support-services/fortiguard-security-subscriptions/fortiguard-indicators-of-compromise-service
https://www.fortinet.com/support/support-services/fortiguard-security-subscriptions/ipreputation-antibot
https://www.fortinet.com/support/support-services/fortiguard-security-subscriptions/industrial-security
https://www.fortinet.com/support/support-services/fortiguard-security-subscriptions/web-filtering
https://www.fortinet.com/support/support-services/fortiguard-security-subscriptions/casb
https://www.fortinet.com/support/support-services/fortiguard-security-subscriptions/inline-sandboxing
https://www.fortinet.com/products/fortiai
https://www.fortinet.com/products/management/fortianalyzer
https://www.fortinet.com/products/identity-access-management/fortiauthenticator
https://www.fortinet.com/products/fortideceptor
https://www.fortinet.com/products/dynamic-application-security-testing
https://www.fortinet.com/products/forticnapp
https://www.fortinet.com/products/endpoint-security/fortiedr
https://www.fortinet.com/solutions/enterprise-midsize-business/mdr
https://www.fortinet.com/content/dam/fortinet/assets/data-sheets/fortiguest.pdf
https://www.fortinet.com/products/email-security
https://www.fortinet.com/products/network-detection-and-response
https://www.fortinet.com/solutions/enterprise-midsize-business/soc-platform
https://www.fortinet.com/solutions/enterprise-midsize-business/security-as-a-service/respond
https://www.fortinet.com/products/fortipam
https://www.fortinet.com/products/fortirecon
https://www.fortinet.com/content/dam/fortinet/assets/data-sheets/FortiSandbox.pdf
https://www.fortinet.com/content/dam/fortinet/assets/data-sheets/fortiscanner-cloud.pdf
https://www.fortinet.com/products/siem/fortisiem
https://www.fortinet.com/products/fortisoar
https://www.fortinet.com/products/fortitester
https://www.fortinet.com/products/identity-access-management/fortitoken
https://www.fortinet.com/content/dam/fortinet/assets/data-sheets/fortitrust-id.pdf
https://www.fortinet.com/products/fortidevsec
https://www.fortinet.com/solutions/enterprise-midsize-business/openecosystem
https://www.fortinet.com/solutions/enterprise-midsize-business/api
https://www.fortinet.com/solutions/enterprise-midsize-business/fabric-connectors
https://www.fortinet.com/products/management/fortinet-developer-network-fndn
https://www.fortinet.com/products/fortisra
https://www.fortinet.com/solutions/enterprise-midsize-business/security-as-a-service/fortiguard-subscriptions/ot-security
https://www.fortinet.com/products/rugged-firewall
https://www.fortinet.com/solutions/enterprise-midsize-business/ot-security
https://www.fortinet.com/solutions/enterprise-midsize-business/devops

Overview: Gartner Cybersecurity Mesh Architecture
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Executive Guide to Cybersecurity Mesh, 2022

Felix Gaehtgens, James Hoover, Henrique Teixeira, Claudio Neiva, Michael Kelley, Mary
Ruddy, Patrick Hevesi. As of October 2021

This graphic was published by Gartner, Inc. as part of a larger research document and should be
evaluated in the context of the entire document. The Gartner document is available upon request
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Fortinet Security Fabric - Cloud
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Enable Reliable Connectivity with FortiGate NGFW

s
(@)

Reach cloud environments efficiently Simplify and improve connections across
and securely distributed sites, Cloud workloads, and
With FortiGate NGFW, organizations can facilitate appllcatlons

excellent experiences via a fast SLA and secure

Existing customers can easily transition to FortiGate
connection with integrated SD-WAN.

NGFW and manage the migration with FortiManager

© Fortinet Inc. All Rights Reserved. 6



Al Meets Cybersecurity

o

Protect Secure Assist

IT Controls NOC & SOC
Attack Surface Management

sl Agentic & LLM Security A;i;:::_'r;tss
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FortiAppSec: Fortinet’s Application Security Solution

Web Protection

OWASP Top 10 * Known Threats

Security risks to web applications

and APIS Conti nue tO g row i n Zero day * Unknown Threats
Sophisticated Attacks

number and variety

Known and unknown exploits of the
OWASP Top-10 risks are used daily

2 Detecting malicious bots has become

=G 2 difficult as these mimic

human behaviors API Security BOT Mitigation
OWASP Top 10 - Injection Attacks Account Takeover - Scraping
Excessive Data Exposure Vulnerability Scanning
@ APIls across the ecosystem Security Misconfig Known bots - Crawlers
process Pll which is often exposed.
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<@> Modern Applications Architectures Create Blind Spots

[%]\ * Multiple
N environments
Cloud/Hybrid * Access

Migrati
Emerging el management

Architectures e SaasS

oR..
e

* Microservices

» Serverless o Skills
Shortage

* Integrations * New threats

 New solutions

* Limited
resources

Complexity
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A Unified Application Security Platform
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The Journey to Cloud Maturity
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API Discovery
and Protection
API Discovery using URL

clustering with schema awareness,

automatic schema generation,
Anomaly Detection (HMM+SVM)

Al-Powered

WEB AP

PLICATION
AND API PROTECTION

©

Web Protection

Zero day attack protection using two layer
solution (HMM and SVM), Anomaly
verification, continuous learning

Threat
Analytics

Analyze million of events using ML

to identify common characteristics

and patterns and group them into
meaningful security incidents

FortiAl-Assist

An Al SOC agent that accelerate threat
detection, analysis, and response by
providing business context and
recommendations

Bot Mitigation

Behavioral learning using ML SVM based
on 13 different traffic dimensions,
automated verification using
training samples

© Fortinet Inc. All Rights Reserved. 11



Al-Powered Web Application Protection

Detection Risk Evaluation Decision Support Remediation
Learn application Analyze suspicious Translate insights to Take the necessary
traffic to identify zero- patterns to get insights priorities and actions, actions that reduce
day attacks, malicious on severity levels and use the Al threat exposure
bot behaviors and Assistant to investigate substantially first,
anomalous API calls incidents further and correct

misconfigurations

© Fortinet Inc. All Rights Reserved. 12



ML-Driven Highly Accurate Threat Detection

Reduce friction and false positives when deploying web applications and APls

Application

Traffic

HHOHNOEENANN OHOEENAENNE A0004AA0L0

ANOMALY
DETECTION

. = Normal Request

. = Benign Anomaly

A = Threat

THREAT
DETECTION

SECURED BY AAAAAAAA BT

FORTIGUARD.

Pattern analysis
matching based on
FortiGuard trained and
curated threat models

[]

[]
IIIIIIIIIIIIIIIIIIIQIIQIIQII}
Allowed Normal Request Traffic Normal and Benign Traffic
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New FortiGuard Advanced Bot Protection

FortiGuard ABP Saa$S Solution incorporates
behavioral analysis and deep learning

to protect businesses from financial losses,
reputational damage, and regulatory
penalties.

Detects and mitigates sophisticated bots
to prevent fraudulent activities,
spamming, scraping, or other attacks on
websites, applications, or APlIs.




@) Evolution of Bot Types

(@) —(&)—

Simple Bots IP Agnostic Mimic Human Solve Captcha
Behavior

IP Reputation Threshold Detection Biometric Detection Artificial Intelligence

~_  WAF -

N © Fortinet Inc. All Rights Reserved.
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FortiAppSec Cloud

Customer Benefits DDoS Advanced Bot

Web Application Protection Mitigation Management
Cover the application

attack surface Web Application  API Client Side Vuln Scan L 3/4/7 Advanced Bot
Firewall Protection Security Protection Protection

Simplify detection
and response

Deliver consistent Application Delivery
security policy

Ensure availability
and continuity

Al Driven Security
Optimize application Operations
performance SIEM

Analytics Integration Tools

FortiView SOC Analyst

Central management

and visibility Unified
Management

Single Pane Automation

O 0O OO O

Fabric Cloud
Connectors Connectors

© Fortinet Inc. All Rights Reserved. 16



50% of cloud identities are super admins, and cloud
workloads outnumber human users 10:1

C I O u d h aS Source: Microsoft
Every 18-minutes a new CVE (common vulnerabilities and
b ro ke n th e exposures) is published

. Source: CVE.org

cybe rsecu rity l Ransomware will cost around $265 billion (USD)

annually by 2031, with a new attack every 2 seconds

Statu S q u O - Source: Cybersecurity Ventures

By 2027, 75% of employees will acquire, modify or create
technology outside IT’s visibility — up from 41% in 2022

Source: Gartner

68% of data breaches involve stolen credentials and

social engineering

Source: Verizon



Your castle:
Your critical
infrastructure

Gartner predicts that by 2029, “60% of
enterprises that do not deploy a unified
CNAPP solution within their cloud
architecture will lack extensive visibility
into the cloud attack surface and
consequently fail to achieve their
desired zero-trust goals.”

Read Insights from Gartner® on CNAPPs



https://global.fortinet.com/lp-en-ap-2024-cnapp-guide

You can’t Secure

What you can’t See




FortiCNAPP Core Capabilities

A unified platform for code-to-cloud security

« Scan code and APIs in « Assess cloud infrastructure « Continuously monitor for
development configuration exposures and sensitive data
* Address vulnerabilities, « Evaluate identities and their * Detect unusual behavior and
malware and misconfigurations permissions active threats
*  Prevent deployment of non- k| ° Prioritize risks with attack path L,/ * Understand running processes
compliant applications analysis and map network connections
CLOUD RUNTIME
CODE SECURITY CONFIGURATION PROTECTION
Software Ap?p:ﬁ;i;[io Infrastructure, DYNamic Vul bilit Security InfraCslt?LljSture Cloud Cloud
|Compositio | n Security | as Code IApleca_tlor Au nera ”3; | Posture e Workload Detection &
n Analysis Testing (laC) ?_Zi:::;y ssessmen Mgmt Mgmt Protection Response
SCA i CDR
L (SCA) (SAST) Security 5 AST) ) L (CSPM) cem | | (CWP) (CDR) )
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Fortinet + FortiCNAPP

The Most Complete Al-driven Cloud-Native Application Protection Platform

Single vendor for all cloud
security and secure CI/CD
application development
needs.

See AND protect everything
from coding, deploying, and
running applications across
hybrid and multi-clouds.

Simplify security with Al-
driven platforms from both
Lacework FortiCNAPP
and Fortinet.

Cloud Security Posture
Management (CSPM)

Cloud Infrastructure
Entitlement Management
(CIEM)

Cloud Workload
Protection Platform
(CWPP)

Policy as Code (PaC)
Enforcement

Kubernetes Security
Posture Management
(KSPM)

I

U

FortiSOAR

7
FortiGuard.com
\
-
Application Security
(SAST/DAST/SCA)
\_
(
Infrastructure as
Code (IaC) Security
\_
(
Cloud Detection and
Response (CDR)
\_

© Fortinet Inc. All Rights Reserved.
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Call to Action...

Your Cloud Security Journey Starts Here:

» Get Your Cloud Assessed Today
» Explore Fortinet Cloud Security Solutions here

George Armeniakos

Business Development Manager ¢ Cloud * Greece, Cyprus, Hungary
mobile: +30 693 75 90000

LinkedIn: www.linkedin.com/in/georgearmeniakos

email: garmeniakos@fortinet.com
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